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Impact of AI Crawlers on the Internet

• Growing number of LLM services

• Constantly crawling the web

• Growing network traffic and server load

• Increasing interest to develop technical 
solutions and standards to control AI web 
crawler behavior



Measurement and Analysis
for Protocols Research Group (MAPRG)

• Special focus meeting on impact of AI traffic crawler impacts at 
IETF-123 in July 2025

• Assessing the impact on network, servers, CDN

• Discussing technical ideas and current developments

• https://datatracker.ietf.org/meeting/123/session/maprg

https://datatracker.ietf.org/meeting/123/session/maprg


AI Crawler Traffic

More traffic per crawler and more crawlers overall

https://blog.cloudflare.com/from-googlebot-to-gptbot-whos-crawling-your-site-in-2025/



Measurement and Analysis
for Protocols Research Group (MAPRG)

• Some observations

• Automated traffic now makes up 30–50% 
of all web traffic

• AI crawlers are a major driver behind the 
recent surge

• Previously, crawlers indexed content and 
referred users: a fair exchange

• Now, their scraping imposes heavy 
infrastructure load, but offers little in 
return 

• Bots now seen as exploitative and 
unwelcome



Example: Wikimedia

https://datatracker.ietf.org/meeting/123/materials/slides-123-maprg-bot-traffic-at-wikimedia-measurement-identification-and-response-00



Example: Wikimedia

https://datatracker.ietf.org/meeting/123/materials/slides-123-maprg-bot-traffic-at-wikimedia-measurement-identification-and-response-00



Crawling Inefficiencies

• Ratio of useful, fresh content 
crawled (new, updated, or deleted) 
relative to total crawl activity

• Not great today

• Many resources get requested 
repeatedly

• New developments

• Website to notify index sites when 
there are updates

• Crawlers would then
start fetching the
newer resources

• Example: IndexNow

https://datatracker.ietf.org/meeting/123/materials/slides-123-maprg-sessa-indexnow-a-real-time-protocol-for-measurable-web-indexing-efficiency-00
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IETF AI Preferences Working Group

• Rapid growth of AI systems that train on massive web datasets has created 
tension between:

• Publishers, authors, and rights holders
who want to express whether (and how) their content can be used for AI 
training, inference, or related purposes.

• AI developers and crawlers
who currently lack standardized ways to discover and interpret those 
preferences at scale.

• Today: no interoperable, machine-readable mechanism to communicate 
such preferences

• In a consistent way

• Across different web resources



AIPREF

• Mechanisms like robots.txt or metadata tags were designed for search engine 
crawling

• Not for nuanced AI-specific uses.

• Different websites are experimenting with custom headers or formats, leading to 
fragmentation.

• AI crawlers have no common vocabulary for interpreting preferences

• “allow indexing but not training,”

• “allow summarization but not reuse in inference”

• Without standardization, content owners have little control

• AI crawlers face uncertainty about compliance



AIPREF Goals

• AIPREF creating common framework

• Defines a clear vocabulary for AI-related 
content usage preferences.

• Specifies standardized attachment 
methods (e.g., HTTP headers, robots.txt, 
metadata) for expressing those 
preferences.

• Provides a reconciliation mechanism for 
resolving conflicts when multiple 
preference expressions exist.

https://datatracker.ietf.org/wg/aipref/about/

https://datatracker.ietf.org/wg/aipref/about/
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Agentic AI

• Wrap foundation models with goal-
directed behavior

• Planning

• Tool use/actuation

• Memory

• Self-monitoring

• Pursue objectives with minimal 
prompting and coordinate with 
other agents or humans

• Proactive and workflow-centric

https://a2a-protocol.org/latest/topics/what-is-a2a/#the-interoperability-challenge

https://a2a-protocol.org/latest/topics/what-is-a2a/#the-interoperability-challenge


Agentic AI Challenges

Discovery of agents / APIs

Authentication & Identity

Authorization & Delegation

Lifecycle / Session Management

Safety, Security, Accountability

Protocol semantics / interoperability

Modality & capability negotiation



Selected Current Work in the Industry

• Model Context Protocol (MCP)

• Connecting applications to agents for 
context sharing

• https://modelcontextprotocol.io/

• Agent2Agent (A2A) Protocol

• Interconnecting agents in the Internet

• https://github.com/a2aproject/A2A

• AGNTCY

• Infrastructure stack for agent 
collaboration

• https://agntcy.org/

https://modelcontextprotocol.io/
https://github.com/a2aproject/A2A
https://agntcy.org/


Status in the IETF

• Exploration field

• Side meeting on agent communication at IETF-123 in July 2025

• No consensus yet on WG establishment

• First individual Internet Drafts

• https://www.ietf.org/id/draft-rosenberg-ai-protocols-00

• https://datatracker.ietf.org/doc/draft-stephan-ai-agent-6g/

https://www.ietf.org/id/draft-rosenberg-ai-protocols-00
https://datatracker.ietf.org/doc/draft-stephan-ai-agent-6g/
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Distributed Machine Learning and the Network

20
Tencent AsteralNetwork Presentation at IETF-118



Research Challenges

• Transport over the Internet and in data centers

• Reliability: underlying network lacks 
communication reliability

• Application data units instead of packets

• What is the best response to congestion?

• In-Network Aggregation

• Offload servers and the network

• Computing in the network at line rate

• Machine learning training, data aggregation 
have max delay expectations

• Stringent performance requirement

21



Summary

Impact of AI Crawlers

• AI Crawlers causing traffic 

increase and server load

• Websites try to control traffic and 

crawler behavior

Research in IRTF

AI Preferences

• Framework for specifying and 

transmitting website preferences

• More powerful than robots.txt

Standards Development in 

IETF

Agentic AI

• Increasing trend of agent-to-

agent communication

• First industry consortia and 

protocol specifications 

Exploration in IETF

AI Infrastructure

• Challenges in making distributed 

machine learning scale well

• In data centers and over the 

Internet

• Development of protocols and 

infrastructure support

Exploration in IETF and 

IRTF

Trends IETF/IRTF
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