F . .. Managing Risk to Get People
= SediCi Safely Back to Work

www.sedicii.com | @gbrsedicii




What's the Problem?
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Quantifying, Communicating & Understanding Risk
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The Bluetooth Approach for Contract Tracing

« Canreasonably accurately measure close proximity
& duration of interaction

» Requires a Bluetooth enabled smartphone

« Requires affirmative action to download an app

» Requires Bluetooth function to be switched on
(power consumption)

» Requires mass adoption to be effective, > 60%
- Potential for false positives, false negatives
» Privacy & Security challenges

« Perception of “Big Brother is watching”
» No user interaction required
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Covidra - A Service for the




Covidra - A Service for the People

TECHNOLOGY RISKSCORING ALGORITHM /
RECOMMENDATION ENGINE

« Allphonetypes - Datadriven
« No app hecessary « Science based
» Browser supported » Personal variables

« Privacy by Design
« Security by Design

HUMAN CONTEXT

«  Whatwas | doing?

« Whowas | with?

« Wherewas|?

at the particular time &
approximate place



What Factors Alter Risk?

LY

Geographic location - urban / rural setting?

Indoors / Outdoors?
Are You Alone / With Other People?

Wearing a Mask / Not Wearing a Mask?
Time - Duration of Interaction?
Are you recovered from, or never had, Covid-19?

Age?
&Y Socio-economic factors?
& Ethnicity?
: Handwashing / coughing & sneezing hygiene?
& Underlying health conditions?
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Complying with social distancing?
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Who Would Use this Service? ... .... Let's look at South Korea

Select an area

Daegu
& 687141

|
Seoul
&73641
o
| .
: Airport
A &50147
Chungnam
& 144
View
c

© within 2 days 2 days ~ 5 days

D 5days +

AMsLERS

Gyeongbuk
&1368

Gyeonggi
&72443

Busan
& 144

Incheon
& 124
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(Developer: Ryan Junseo Hong)
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https://coronamap.live/

How Covidra Works

Data Generation Zero Knowledge Secure Multiparty  Bloom Filters

Proofs & Hashing Computations
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1.-Fhone Number from 2. Fhone numbets aggregated 3. Visited Locations 4. Infected Squares on a Map 5. Bloom Filter Bank
Infected Citizen & consent gathered

Infected Citizen Health Authority

COLLABORATION by design




Covid-19 Risk Assessment example

When: 18" May, 2020 @ 15:33pm Do you remember what you were doing?

WIS CA el sl \XI AV LCle 0o s RS MBIV olllal | \was: outdoors, walking, alone, wearing a mask
Duration: 22 minutes -> risk score ~0.5/10
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The Technology

Secure Multi-Party Computation P
is advanced cryptography... s

Telco A
....that enables two or more parties to jointly . N“II
compute a function, without sharing or £
exposing the parties’ inputs in any way....

Privacy and confidentiality is fully preserved.



Collaborative Risk Assessment

Telco's can communicate with each other, to share insight legally, on a transaction or an
account, without sharing any customer data.

Account Detail
Transaction Detail

Activity Detail .II 3 Telco A
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Telco B

Intelligently identify behaviours, traits and
characteristics, confidentially, across the Participant
Organisations to generate SCORES & ALERTS
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Impact On Citizens Technology Governance
* Respecting fundamental rights « Decentralized protocol * Public Ownership
of individuals + Data management « Data governhance should be
* Privacy and data protection * Security made public
« Transparency rights *+ App easyto « Use
* Avoid discrimination deactivate/remove * Sunset clause
* Accessibility * Open-source code « Legislation and Policy
* Education and tutorials « Incidental Findings and dual-use
policy
« Design Impact Assessment and
Source: Vinuesa, Heodorou, Battaglini, Dignum Open Development Process
A socio-technical framework for digital contact tracing . Right to contest/liability.

https://arxiv.org/pdf/2005.08370.pdf

PRIVACY by design


https://arxiv.org/pdf/2005.08370.pdf

User Acquisition
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Free for the citizen,
Business / Govt pay
for extra functionality

Citizen centric
Built for the user

Health Authorities
manage Covid-19
positive phones and
user consent

Public trust is
paramount.
Privacy preserving.

MNO'’s build the 14
day rolling Covid-19
positive grid for their
notified users

Users have the
right to opt-in /
opt-out at any time
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Technologically Bound to Health /
advanced and built Travel Certificate /
for scale.

Visa / Passport

COPYRIGHT © 2020 SEDICII INNOVATIONS LIMITED. ALL RIGHTS RESERVED..




Next Steps - What's needed?

*  Funding for a PoC

° * Pseudonymised cell tower connection
Proof of Concept data to build and test a prototype
» Willing collaborators SI

* MNO'’s to process cell tower data
» Health Authority to manage user consent

High Assurance

* Integration with Health Certifications
* Integration with Travel Passport
TheFutureworld ¢ Other opportunities

sedici
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rob.leslie@sedici.com
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